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Fig.1 Process of log abnormity detection in distribution
master station
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PRI : <(T % FliA> <R U0 > <ICL/R B> <fE2k H &>
<Your task is to classify the provided log entries into normal and
abnormal categories. Please follow these steps for classif ication:><
(a) Mark a log as normal when it contains invalid values, such as
memory addresses, floating numbers, or register values. (b) Mark a log
as normal when it lacks essential information. (¢) Do not consider
placeholders denoted as or missing values as abnormal patterns.
(d) Mark a log as abnormal only when there is an explicit expression of
an alert in the textual content, such as keywords like “error” or
“interrupt”.> < Here are some examples: log entries: {ICL example}.
Response: {'abnormal' / 'normal'} ---> <log entries: {logs}>

3 ATHERERMNMXARET
Fig.3 Text prompts for log abnormity detection
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Table 1 Analysis on performance comparison between logadapt and baseline methods
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DNN N LogAnomaly 38.53 23.87 100.00 38.93 24.17 100.00 42.81 27.24 100.00
N NeurallLog 78.62 80.58 76.75 65.30 48.60 99.50 26.99 53.93 18.00
N LoRA 28.69 100.00 16.75 97.90 96.59 99.26 49.05 100.00 32.50
X LogPrompt(N=20) 74.44 60.89 95.75 51.31 34.51 100.00 52.49 36.12 96.00
LLM X LogGPT(N=5) 76.21 65.82 90.50 56.63 39.62 99.25 59.65 46.56 83.00
X LogAdapt(N=5) 82.04 76.46 88.50 92.34 86.15 99.50 84.14 77.87 91.50
X LogAdapt(N=7) 82.50 80.82 84.25 95.04 92.04 98.25 81.11 73.00 91.25
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Log Abnormity Detection for Distribution Master Station Based on Large Language Models

WANG Shen', WEI Xingshen®, ZHU Weiping®, ZHU Daohua', GUAN Zhitao'
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Abstract: L.og abnormity detection is a critical technology for monitoring the operation of distribution master station systems and
identifying anomalous behaviors. Existing deep learning-based log abnormity detection methods rely on a large amount of labeled
training data, yet the lack of annotated training data in power distribution master station systems leads to significant performance
degradation in log abnormity detection. Based on the contextual reasoning performances of large language model (LLM), this paper
proposes LogAdapt—a training-free log abnormity detection scheme for distribution master stations. The proposed in-context
learning (ICL) example filtering algorithm is designed to dynamically select a number of high-quality ICL examples from a small
amount of locally labeled online logs tailored to different types of logs. By integrating task descriptions and human expert
knowledge, it automatically constructs text prompts to guide LLM in completing the task of log abnormity detection in distribution
master station. The experimental results show that the proposed scheme has better performance compared to existing schemes.
This work is supported by State Grid Corporation of China (No. 5400-202340217A-1-1-ZN).
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